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ABSTRACT: In this paper, a hybrid watermarking system is proposed to obtain high security to the images with high
PSNR. Using various transforms and their combinations the hybrid watermarking models are tested for different
performance analysis factors. DWT, DCT, SVD and Contourlet transforms were used to analyze the performance of
digital image watermarking for a Lena image along with a logo of 512X512 pixel size each. This experiment was
conducted for different digital image attacks and tested for the quality of extracted output image from the embedded
watermarking. The combination of all transformations delivered good results with highest PSNR with a good quality of
output extraction. A summary of obtained results were tabularized for further research prospects and development.

KEYWORDS: Hybrid Watermarking, discrete wavelet transform (DWT), discrete cosine transform (DCT), singular
value decomposition (SVD) and Contourlet transform (CT).

|. INTRODUCTION

Digital image watermarking has been a tool in the area of computer science to ensure the safety and authenticity as a
proof of ownership by being an invisible signature within the image. This help authorized owners from the theft of
images and random distribution of images on internet. The digital data (viz., images, audio, and video) will be inserted /
embedded by using various transformation techniques to ensure the safe transmission of data from theft [1]. This data
will be extracted at the receiving end without any error by using various image processing methods. Wide ranges of
algorithms are in use for the digital watermarking, where the digital information is available in pieces of coefficients.
However due to the nature of robust or semi-fragile nature the single watermarking is having limited and bounded
applications. To overcome such issues hybrid watermarking is introduced and this method can combine both robust and
semi-watermark methods so as to ensure an efficient watermarking method. To accomplish such a method to design
hybrid watermarking various algorithms are used in the market. These algorithms included with powerful
transformations with frequency domain watermarking techniques such as discrete wavelet transform (DWT), discrete
cosine transform (DCT), discrete Fourier transform (DFT), discrete Hadamard transform (DHT), singular value
decomposition (SVD) and Contourlet transform (CT) [2]. In some applications these transformations are used
individually or multiples of two or more depending on the requirement of accuracy and efficiency of a particular
applications.

A. Background

Since the evolution of digital watermarking in 1992 [3], many technical developments using algorithms,
methodologies and techniques were introduced to protect the digital data out of the threat due to vast usage of internet
for sharing information. In this section, latest information about watermarking techniques are discussed, hence earlier
part of research aspects are ignored and some of the important landmarks are discussed in the area of digital
watermarking.

First the watermarking of JPEG2000 images in compressed and encrypted format using a robust watermarking
algorithm was proposed by Subramanyam et al. in the encrypted domain. Using this method the image can be retrieved
decrypted domain [4]. However to enhance the robustness and to simplify the complexity Wang et al. proposed an
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informed image watermarking scheme by developing a hidden Markov model (HMM) to tackle the problem of
unavailability at the receiving end [5]. Later a hardware implementation was proposed by Roy et al. in the area of
digital watermarking system for inserting invisible, semi-fragile information with compressed video streams by using
pipe line structures and parallelism which allowed high performance [6]. The total implementation was done by using
the field programmable gate array (FPGA) and such method can withstand for various potential attacks, such as
cropping, cover-up and segment removals in the real-time.

Optical watermarking technology using orthogonal transforms such as DCT or Walsh-Hadamard transform (WHT)
for producing watermark images. Using this method each pixel block was embedded with 1-b binary information.
Ishikawa et al. proposed an optimal condition for a robust optical watermarking with varying pixel boxes [7].

The watermarking for colour images demands a careful attention to achieve tamper proofing and recovery with high
quality. Liu suggested an efficient method of self- embedding watermarking scheme for authentication of color images
using dual option parity check method and morphological operations [8]. Later, Liu proposed the same scheme by
using bi-level moment preserving technique to recover the watermarked image with high quality [9]. The author also
proposed two-stage dual parity-check and also used various morphological operations to ensure the validity of image
blocks. Similar attempt was made by Khalili and Asatryan to enhance security, robustness and imperceptible CDMA
image watermarking by using discrete wavelet transformation in eight color spaces [10]. This method proved to be
more imperceptible as compared to JPEG compression.

Later the applications of optimized 3D watermarking proposed by Bors and Luo ensured the watermarking of object
surface and also the actual vertex displacement [11]. This method helps to achieve high robustness and common mesh
attacks are avoided using this method. However, by using accurate Zernike moments (ZMs) Singh and Ranade
proposed another high-capacity watermarking method which is also seem to be image adaptive [12]. To reduce the
overall ZMs the authors introduced conditional quantization technique which allowed improving visual imperceptibility
and robustness of images against different attacks.

Bianchi and Piva highlighted various advantages and open issues of watermarking in the area of signal processing
and explained various watermarking models and various commitment schemes which are additively homomorphic with
some specific importance [13]. A method of using biometric data for watermarking was introduced by Majumder et al.
using iris to enhance the security for digital images [14]. The algorithm proposed in this method tested with popular
attacks towards false recognition and rejection of other subject matters.

Digital image watermarking based on features using interest point extraction and extended pilot signals are
proposed by Su et al. to resist geometrical transformations. In this method, at the time of detection the synchronization
will be obtained by adjusting related affine parameters of grids on original image [15]. However, to ensure a secured
watermarking for grayscale images Mathon et al. proposed to use the elements of transportation theory so as to reduce
global distortion by applying transportation natural watermarking (TNW) [16]. This experiment allowed enhancing the
security properties in terms of key security and subspace security. To provide a solution for the security problems at the
time of digital image mapping Jianguo et al. proposed a lossless digital watermarking scheme with zero-perturbation
for the contents and graphics of digital images [17]. This in turn provided lower complexity and much better in
performance as compared to the classical algorithms that are based on space or frequency domains. Later a novel
reversible fragile watermarking algorithm was proposed by Chan et al. towards digital hologram authentication, in
which the marked hologram will be stored with finite resolution levels in spatial domain [18]. This Hadamard
transform based watermarking system can be used for both embedding and extraction with improved hiding capacity
for different resolution levels. To detect and recover the tampered area from the received image is proposed by
Sarreshtedari and Akhaee using source-channel coding approach [19]. The proposed method by these authors used
channel encoder for protecting the original image and used channel erasure decoder for retrieving the original image.
Later Sarreshtedari et al. introduced a new watermarking method by generating a digital self-embedding speech signals
which are having he provision of self-recovery features [20]. This experiment delivered an efficient method to recover
the speech quality for high tampering rates of digital speech with reduced loss of original speech signals. For color
images in sparse domain Sadreazami et al. proposed a multiplicative watermarking detector which is based on
multivariate Cauchy distribution [21]. An improved detection rate with robustness against the various attacks was
observed effectively.

The watermarking using partial pivoting lower and upper triangular (PPLU) was proposed by Muhammad and Bibi
used a valid key matrix to ensure the authentication for the righteous person, i.e. the owner of the image [22]. This
method proposed an algorithm with highly reliable and imperceptibility for the embedded image and efficiency. Similar
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method but in a different way Andalibi and Chandler used adaptive logo texturization for image watermarking [23]
with a challenge of ensuring the watermark imperceptible within the original image and also need to maintain the
robustness to various attacks.

So far various watermarking techniques proposed by different authors were seen along with their role and influence
on various security issues. In the next section, a brief introduction to each transformation technique will be given for a

better understanding.

Il. WAVELET TRANSFORMATIONS

The role of wavelet analysis to solve various problems in different disciplines with systematic representations and
multi-scale structures makes it special in the area of digital image watermarking. The theories laid down by Fourier for
frequency analysis are important and proved to be influential in various transformation analyses [24]. Efficient
representation of wide range of functions is much larger than square-integrable functions in wavelet analysis. On the
other hand different algorithms used for computations in wavelet analysis are more accurate and allows reducing noise
with optimum hardware resources [24].

In general a wavelet is denoted by ;(x) and here = belongs to spatial domain X, 3s; belongs to Class F of
functions and A belongs to an index set of /.

For a given X (real line), F as L*(R), /\ as Z* with
A=0.Dandy;(x) = 2712y, (27 x — [J; here & is considered to be the wavelet basis and is given by

y=G/ae N [24]

A. Discrete Wavelet Transform (DWT)
This was first introduced by Alfrisd Haar, in which the wavelet transforms are considered as finite-energy signals

out of a wavelet-based expansion or decomposition. In DWT, orthogonality of basis set of the functions is used to
expand the key points [25], which helps in maintaining the economy towards representing the signals with the help of
DWT coefficients along with the possible perfect signal reconstruction. A DWT based problem involves two functions:
scaling function and wavelet function. The computation of DWT includes convolution followed by the down-sampling
[26]. It can be used as an efficient digital signal processing (DSP) tool for the development of an image and as a video

compression algorithm [27].
Input

aeag Mo'|
: aeag s '

i{i = Residual Pall't‘ [;o = Principal Pm“t‘
Fig. 1. The representation of a fundamental cell of multi-resolution analysis (MRA): Representation of a mother

wavelet and their scaled versions.
The basic set of wavelet generated as shown in Fig. 1. is given by

V@ =2y (abead ax .. @
here is representing the set of real numbers, reflecting the scale of a basis function, which is inverse of frequency,
represents the translation (i.e., shifting) along = — a: in time domain and  used for normalization [24, 25, 26].
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Fig. 2. Generic Form of 2-DWT, i.e. two-channel filter bank with analysis filter bank [} (z} and H,{ and synthesis
filter bank  [6;,(z) and G, C

The other important aspect to be considered here is to have the mother wavelet with finite energy need to satisfy the
following conditions:

(0P de < .. ©

The DWT transforms discrete time signal to a discrete wavelet representation.

B. Discrete Cosine Transform (DCT)
This transform represent overall input data points with different frequencies and magnitudes as a sum of cosine

functions. Two types of DCTs are available: one dimensional (1-D) and two dimensional (2-D) DCTs [28]. However,
2-D DCTs are preferred over 1-D DCTs due to the representation of an image will be in 2-D format. But a 2-D DCT is
in general an extension of 1-D DCT, which is given by
i S —
Clu,v) = a@la(v)Iyz: j'fr;%f{_r,_}r] cos [II:LA] cos [I}:] (3)
for wwr=012.3..N-and a{u)aaredefined.
The inverse transform is defined as
i i w2y
Fle v = BV ATY L aw) e (v)C (. v) cos [ "i:Ld] cos ['“i;] 4)
for xy=0123..N -
A 2-D basis function will be generated by multiplying horizontal 1-D basis function with vertical oriented set of
similar functions. In the case of 2-D DCT, the basis functions exhibit a progressive increase in frequency in both the
directions.

C. Singular Value Decomposition
SVD for a real matrix  will be described as shown in Eq. 5 and can be decomposed into 3 matrices, i.e.

A=UD.
Ay vy

()

A= [-ul Uy 'EIN] .,

Here and are orthogonal matrices and diagonal entries of  are called singular values of . The columns of
are called right singular vectors of  and columns of are right singular vectors of  [29]. The singular value
represents the energy intensity of corresponding Eigen image.

Such decomposition is known to be singular value decomposition (SVD) of and is expressed as follows.

A=AauuTs o unT s 2,0, .. (6)
here is the rank of matrix

The singular values here specify the luminance of image layer and corresponding pair of singular vectors in general
represent the geometry of the image. In this method, the complete cover image will be applied with SVD and then
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allow to modify singular values to embed with watermark data. In this, method an image will be viewed as non-
negative real matrix. The important property of SVD is that the modified singular values will change to a minimum
extent for most of the attacks [30].

D. Contourlet Transform

It is a geometrical transform which captures edge information of the image efficiently in all directions to overcome
deficiencies of previous transform by introducing multiscale and directional representation of different images. This
transform consist of Laplacian Pyramid (LP) and directional filter bank (DFB). The first one, LP, is constructed from
pair of filters called analysis and synthesis. LP decomposition generates low frequency subband images at each level
and an image will be decomposed into an octave radial-like frequency band as shown in Fig. 3, which allows capturing
all the discontinuities and differences between original and predicted image, i.e. resulting to a band pass image [31].

wy (m,m)

(=m,—m)
Fig. 3. Frequency partitioning in DFB for ~ k =
i.e. 2% -subband
For an image  X{i in the first pyramidal stage it will be down sampled and generate low pass image labeled with
X, (2 and prediction error is considered as de-correlated bandpass image X (i as given below:

Xy G) = X)) — Xy (i .. (D
X, (¢ obtained via decomposition is processed by DFB in the next stage so as to form PDFB of CT [32].

I11. PROPOSED METHOD AND EVALUATION PROCESS

The implementation of a digital watermarking involve following three steps:

1) Watermark embedding process
In the presented work a logo image is embedded into a Lena image of 512512 pixel size (see Fig. 4) with standard
watermarking embedding process. In this process the priority is given to embed the edges of image to be watermarked
since edges will have important information at the finite frequency scale. It is also noted that the large absolute value
gives a close agreement with edge information of the image. The selection of watermark coefficients are based on the
criteria of edge information and also based on predefined threshold, which in general have larger values [33].

2) Watermark extraction process
The extraction of information from the watermark will be taking place in the absence of original image and aims to
obtain estimated original watermark from distorted version of watermarked image. This process is having an inverse
procedure that of an embedding process. The ability to spread watermark for the entire image is an advantage of
watermarking so that parts of watermark will be available even when the image is cropped. Such property will allow
detecting the original watermark even when the image is cropped, scaled or rotated. The altered curvelet coefficients
and the binarized specific threshold values are used to detect the logos [33].

3) Performance evaluation
The basic idea of evaluating the performance is to check and compare the total amount of distortion introduced for the
input image using the watermarking insertion algorithm. The performance evaluation process test the quality of image
at the output of decoder with the following measuring parameters:

e Mean Square Error (MSE)

According to Santhi, MSE of an estimator “...is one of many ways to quantify the amount by which an estimator differs
from the true value of the quantity being estimated” (pp.64) [34]. However it is also called as a loss function or squared
error loss and is given by:
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MSE = T3 FY_[I(x.5) - I'G. )] .. (8
here, I'x. ) is original image; I'(x.~) is decomposed image (approximation version); M and N are dimensions of
images.

o Peak Signal to Noise Ration (PSNR)
PSNR represents the overall distortion caused to the original image due to the process of watermarking and depends on
MSE and this factor evaluates imperceptibility of watermarking [35]. Signal to noise ration or PSNR in general
expressed in logarithmic decibels due to wide dynamic range of signals that are used. In a logical approach higher the
value of SNR or PSNR is better for a good watermarking extraction.

T E o Ulx g
_ Lop=y Ly W WY
SNR = 101logy {Efn E_'::.'=1[:'11__1.'"."—;'{_1-__1;3]‘} )
and
PSNR = 201log,, %) ... (10)
w1

o Normalized Cross Correlation (NCC)
It is used to measure the correlation between watermarked image and original image [36], and is given by:
NCC = - B o lrleyd- :-':r_}'flj [r T — T3] : (11)
N2 s (1O B ) B i oo LA e By o)
here, I(xx,v}is original image; I(x,v) is mean of original image; I'(x.v) is watermarked image; I'(x,v) is mean of
watermarked image with a range of O to 1.
o Similarity
This property finds the range of similarity between original and extracted logos and is given by:
3l 13_'::-} 1 Wiyl ()
EM TN bwleg )12 (12)
where, W (x, v} represents original logo image and W'(x, y) represents extracted logo image with values between 0 to
1.

Similarity =

IV. IMPLEMENTATION OF WATERMARKING

To test and simulate the proposed approach, a Lena image with 512 X512 pixel size was considered. The image was
transformed through various transforms via wrapping and randomly generated a watermark with M= 262144 length.
Each parameter is set to a scale of [4,5] with strength parameter o = 0.7. On the other hand, a logo image size of
512 X512 pixels with written letter of J N T U of size 170X 170 is used as a watermark image. This image is embedded
with the edge of Lena image. At the edges, it is found to have high frequency components as compared to other
locations of the watermarked image as shown in Fig. 4.

T U

Crrizinal Imagzs Watenmark
Fig. 4. The original image used with the watermark for the present experiment and analysis

Now the common signal processing procedures such as noise addition, low-pass filtering, median filtering and high-
pass filters are applied onto the watermarked image to evaluate the performance of the signals as shown in Fig.5.

On the other hand, in this experiment geometrical attack such as cropping is used for the analysis of the
watermarked image. In addition, further experiments were carried out to evaluate the robustness against more
commonly used image processing attacks such as cropping, adding noise, lowpass filter, highpass filter, DCT
compression and JPEG2000 compression as shown in Fig. 6.
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Fig. 5. The original images applied with filters along with their watermarked images

The proposed approach of hybrid watermarking to use the combination of different transforms in watermarking the digital
images shown better results and PSNR seems to be high as compared to other methods as shown in Table I. Normalized cross
correlation and similarity based methods are used to evaluate the effectiveness of the proposed method. The preliminary results show
that the method is robust against some important image processing attacks.

T |u1

IFES 2000 Cosgemabes IFE® 2000 Evsmcsed Wimmmee e Meim E s W

Fig. 5. The o_r'igihe_ll imagés_éﬁplied'with filters élong with their watermarked images
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JPEG 2000 Compression JPEG 2000 Extracted Watermark

Fig. 6. Impact of different image processing attacks on watermarking

The overall comparison and simulation results for different hybrid water marking approaches such as DWT-DCT-
SVD vs CT-DCT- SVD vs DWT-CT-DCT-SVD are shown in Table I. PSNR found to be better as compared to other
two methods as per the recommendations in literature review. A slight variation is found in the case of DCT
compression for the last two hybrid models in this research but for the first case (i.e. DWT-DCT-SVD) it is less.

TABLE | Performance evaluation of Simulation Results of Hybrid Digital Image Watermarking using
DWT-DCT-SVD vs CT-DCT- SVD vs DWT-CT-DCT-SVD

Types of SingleMybrid | Lyppr pwrneT-SVD HYBRID CT-DCT-SVD HYBRID DWI-CT-DCT-SVD
Transform(s)

Image after/ e e s -
i g:f::;t:lr: similarit | oo | agep ]PSNR[dB similarit | oo | agep :E'SNR[GB similart | oo | agep ]13&\2{@
attacks ¥ ¥ ¥

= Strength =
o[RS 099513 | 99%°1 | 68247 | 3970 090804 | 99%%° | 011146 | 576596 |o000018 |1 001701 | e 8233
dImage k) g 2

{oc=0.1
2 * 15 2 = s - = =
SR 3% Mask| o138 | 07406 | 27631 | 337164 |o0sis520 | 9973C | 354035 | 340819 |o0sza05 | 09756 | 25405 | 340816
Filtening filter 4
3 *

Medan 318 Mask) o557 | 99986 | yasa0 | 4ngel 0ossts | 9%9% | 12135 | 472005 | 099300 | 09%%% | 036528 | 525046
Filtering filter 4 2 4

17h- * 545 3 254 5 54 587
thlas 100 - MR 030443 | 02178 | 24750 [ Gaan7ad | 0020086 | 02190 | 224998 [ouaman | 0oa13se | 02194 | 294987 o gas
Filtering filter 6 2 5 9 0

1 738 7

s [ 083958 | 29737 | 268800 | 338349 |o0s4008 | O772! | 264633 | 339044 | 093654 | 077! | 140726 | 36641
Comprassion ) 7 1

|k 078182 | 9%6%% | 372406 | 324206 | 073203 | D% | 366360 | 324916 | 037016 | 075 | 366433 | 324000
Compression 5 1 9

Block

Tnmecation 64%64 size 1 1 0 oo 1 1 0 @ I 1 0 o
Compression

i T8 M) 4 75
TECON | st 086523 | %%%2 | 206065 |349718 | o0sesss | D750 | 204444 | 35005 091584 | 99873 | 204002 | 350325
Compression 4 7 g 9
5 3

Cropping 64%64 size 0339 2'3343 ;{m_wn 281225 | 033819 {1"4“36 96874 | 282687 | 07021 | 04316 | 933479 | 28.4298
Szi‘?“ '1"“3“""‘ 00 | 571412 | 09618 | 95155 |41.0085 | 071705 2'%”4 202 450773 | 069345 | 09606 | 1.6647 | 459174

It is also seen that the Gaussian noise for the proposed hybrid watermarking model is very high as compared to first
two transform methods (See Table Il and Fig7). The value of PSNR is very High (45.9174) as a result of the combining
all transform methods in this proposed hybrid watermarking model.
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Fig. 7. Comparison of Gaussian Noise for different Hybrid Watermarking models

TABLE Il Gaussian Noise of Hybrid Digital Image Watermarking using
DWT-DCT-SVD vs CT-DCT- SVD vs DWT-CT-DCT-SVD
Types of
Single/
Hybrid
Transform(s)
HYBRID
DWT-DCT- | 0.71412 | 0.9618 | 95.155 | 41.0085
SVD
HYBRID
CT-DCT- 0.71705 | 0.96046 | 2.02 45.0773
SVD
HYBRID
DWT-CT- 0.69345 | 0.9606 | 1.6647 | 45.9174
DCT-SVD

Similarity | NCC MSE PSNR[dB]

V. CONCLUSIONS

The simulation results for this research obtained high quality of watermarked image with high PSNR is obtained by
embedding the watermark with high level decomposition. It is also seen that the increase in density of variance of
Gaussian noise leads to an increase in the amount of noise induced which in turn affected the quality of image and
hence need to modify the watermark embedded coefficient of the original image. However, with the increase in density
or variance of the noise, leads to a decrease in PSNR and robustness of watermark seemed to be affected in spite of
huge noise addition. Even in such scenarios the recovered watermark is still recognizable.

From the obtained results it is seen that the watermarking algorithm still sustains the cropping attacks and highly
recoverable even for the cropping block sizes of 256X256. Apart from these the image passing through different
attacks such as geometric, adding noise, filtering, etc. resulted to extract a perfect logo as expected. The proposed
embedding algorithm proved to be robust and secure as the extracted logo location is not known. The image after
watermarking is subjected to the low pass filtering and high pass filtering to remove the detailed coefficients. High pass
filter removes the low frequency coefficients. Low pass filter is used to reduce the high frequency components. The
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watermarking algorithm sustains the compression attack; the watermark is highly recoverable even for the compression
block size of M = Further the experiments are carried out to evaluate the robustness against more commonly used
image processing attacks such as JPEG2000 compression and DCT compression.
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